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Dynamic allocated data structures

@ examples: lists, trees, etc.

@ widely used in practice
e e.g., operating systems, device drivers, etc.

@ error-prone
e memory leak
o degrade preformance
@ cause memory-intensive or long-time running software to crash
e dangling reference
e double free
e null pointer dereference
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typedef struct list{
int d;
struct list* n;
JList;

void f(){

1: List* x=(List*) malloc(sizeof(List));
2:  x—n =(List*) malloc(sizeof(List));
3. free(x);

}  Memory leak on x — n

Field sensitive analysis of heap manipulating programs

@ problem: high cost for exact memory layout
@ solution: abstraction to make the problem tractable

e proper abstraction according to properties to check
— simplify the problem & be precise enough
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Field-sensitive heap abstraction

Concrete heap state

Shape graph (H, S)
@ the topological structure of heap memory can be described by
a directed graph H = (V, E) where
e V denotes the set of heap cells

F . . .
e E:V — V denotes the points-to relations between cells via
their fields F

@ S : PVar — V where PVar denotes the set of pointer variables
Z\

PVar ={z,y,z} hesp_3 Hfl heap_4 ‘

V = {heap-0, heap_1, heap_2, heap_3, heap4} x

f
S = {(z, heap_0), (y, heap_1), (z, heap_4) } \

f f
E = {heap-0 EiN heap-3, heap_0 EEN heap_1, heap 0 £ heap_1 H heap_2 ‘
heap_1 EER heap-2, heap_3 I, heap_4} /v
y

It may cause high memory cost! =- [abstraction
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Field-sensititive heap abstraction

An abstract domain of member-access distances (D, +, —)

@ elements: a set of abstract distances D = {0, 1,2}

e 0: the current cell itself (p)
e 1: member-access with depth 1 (p — 1)
@ 2: member-access with depth more than 1 (p — f —7).

@ operations: +, — over D (defined in Table 1)

Table 1: Operations over D

+ 0 1 2 - 0 1 2
0 {0} {1} {2} 0 L I 1L
{1y {2y {2} 1 {1y {0} L
2 {2y {2} {2} 2 {2y {12} T

(L: the operator cannot be applied to these operands; T: {0,1,2})
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Field-sensititive heap abstraction

An extended pointer structure of a pointer p

ﬁ 2 [f - (D,2PVery; £ - (D, 2PVary; ., f,:(D,2Pvar)}

e fi,f, ..., f, denote the n pointer fields of the structure that p points to
e D=0, 1 ,2} denotes the set of abstract distances
e 2PVar denotes the alias set of accessing field f; of pointer p with distance d € D

Extended Type
Base Type op AlfasSe(
fi:| L p->fy Alias Set

f1: Pointer Value 2:p->f->* | Alias Set

f, : Pointer Value i‘> o p Alias Set
for| 1 p->fy Alias Set

2. p->f>* | Alias Set

f, : Pointer Vaue

op Alias Set
fni| 1 p->fa Alias Set
2 p->fy>* Alias Set
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Field-sensititive heap abstraction

Example:

PVar = {Z‘ Y, Z} heap_3 heap_4 ‘
V {heap_0, heap_1, heap_2, heap_3, heap 4} x
= {(z, heap-0), (y, heap_1), (z, heap 4}
= {heap-0 f—> heap_3, heap_0 2 hfap 1, heap 0 ‘ heap_1 2 heap_2 ‘
heap_1 “2 heap 2, heap_3 ~~ heap 4}
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Field-sensitive heap abstraction

Field-sensititive heap abstraction

Definition (Abstract Heap State)

The abstract heap state S* at each program point of a program
HP consists of a set of extended structures of all pointer variables:

S* = {71 |p; € PVar(HP)}

The number of abstract heap states: finite

< (fn x 3 x (2P"~1 4 1))Pn

@ pn: the number of pointer variables

@ fn: the maximum number of pointer fields
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Field-sensititive heap abstraction

Alias bit-vector: using bit-vector to encode alias set
@ maintain a variable ordering for all variables in PVar
o a alias bit-vector 7% € {0,1}/PVrl is defined as

7?,(fm, d)[i] =1 < v; is an alias of accessing fp, of p with distance d

Example: PVar = {x,y, z} with variable ordering: x <y <z

74 {f:(0,0),(1,0),(2,001); £ : (0,0),(1,010),(2,0)}
§{f:(0,0),(1, L) £ <o, 0),(1,0), (2, 1)}
PL{A(0,0),(1,L); £:(0,0),(1, L)}
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Field-sensititive heap abstraction

Abstract heap state with a canonical form

Definition (Saturated abstract state)

An abstract state S¥ is saturated iff it satisfies:
Q Anti-reflexivity. Vp;. 7% (fm,0)[i] = 0.
@ Symmetry. Vp;, pj. 7 (fm, 0)[/] = 1 = 7 (£, 0)[i] = 1.
@ Transitivity. Vp;, pj, pr. 7 b (fmy d1)[j] = LA P (fimy do)[t] = 1
— Ph(fny di + do)[t] = 1.
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Memory leak detection

Syntax of heap-manipulating programs

p, q € PVar
fi, b, ... fi ..., fm € Fields
AsgnStmt := p = null| p — f; = null| p = q|
p=q—fi| p— f;=q| p=malloc()| p = free()

SwitchStmt = switch e {c1 1 n, ..., G 1 G, oy Ci TNk, ..
Callstmt .= e=g(er, ..., €)
ReturnStmt := return e

Stmt := AsgnStmt| SwitchStmt| CallStmt| ReturnStmt
SequenceStmt := Stmt; Stmt

3
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Memory leak detection

Abstract semantics

Q llpu = nulll)(s) = {S*[ 7%, (fm, )] = O, PE (fm, d) < L]|v # u}
if 3wAuNIED. PE (fn, N[u] £0V PE (fn,0) = L
{memory_leak} otherwise
@ llpu — i = nulll)(8%) = {SH[PE, (Fm,2) « P8 (fm, 202 P4, (5. VT P, (5, Dlv € (VI P, (fm, D] =
1V PE (fm, 2)[u] = 1} A 1€ {1,2} A fj € Fields — {£}, PE (f,1) « LIl € {1,2}, P8 (f,1) « L|l €
{1,2} Aw € {w[ P2, (i, 0)[w] = 1]}}
it PE(F,1)#£0
{memory_leak} otherwise
© [low = pNISH) = {SI[PE, (fmr d) — P8, (Fm, IS} € [lpu = nuil]]s*}
fawAunle DA7gW(f,,,, Nu] #0vV 7gu(fm,o) =1
{memory_leak} otherwise
Q [low = b — A1) = BUPE, (Fn, 0) = L (fns 1), 75 (s Dlu] + 1]I8F € [[pu = nuil]]s*}

if 3w £ uAl €D TPE (fn, DUl #0V 7L (fn,0) = L
{memory_leak} otherwise

— —
(+: bitwise addition; —: bitwise subtraction)
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Memory leak detection

Abstract semantics

Q o — £ = pQISH) = {SH(PE, (7. 1) = Ph (s O)V] = 1, P (fm. 2) = P, (s DF 7L, (Fim 2),
(Ph, (s 2) & P2, (s 2T 7L (s OF 75 (s DF 78, (fims D)V = 1]t € {t[ P, (i, ]e] =
1V P (i, 2ol = 1} A w € {w[PE, (fin, O)lw] = 1} U {u} A8 € [y — £; = nui](8%)}
if PE(F,1) #0
{memory_leak } otherwise
@ [low = malloc]|(8%) = {S{[ 75, (fimn, d) « 01|} € [[py = nuillls*}
if3Iw £ uAlED. PE (fn, D] #0V PE (f,0) = L
{memory_leak} otherwise
@ (lpy = frecQNl(8%) = {SF[PE, (Fim, t] = 0, P2 (fon, d)[u] <= 0, P4, (fim, d) = L, PR (fin, d) « L]t €
{1 PE, (Fn, O[] = 1} A w € {w[PE (fm, O)[W] =0 A w # u}}
i PE (fn, 1) £0V PR (1) = L
{memory_leak} otherwise

(j bitwise addition; —: bitwise subtraction)
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Memory leak detection

Detecting memory leaks in assignments

(a) check whether there are other pointers that can access the cell pointed to by
the current pointer (p,), such as Rule 1, 3, 4, 6;

(b) check whether there are other pointers that points to the cell referenced by the
pointer field of the current pointer (p, — f;), such as Rule 2, 5;

(c) check whether all pointer fields of the current pointer (p, — f;) are null or
pointed to by other pointers, like Rule 7.

Example

Q ([p. = nulll](S*) = {S*[ 7}, (fn, )] <= 0, 7}, (Fin, d) ¢= L]v # u}
if IwAunleD. Ph (fm, Nu] #0V 75, (fn, 0) = L
{memory_leak} otherwise
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Interprocedural memory leak detection

Big-step abstract semantics

S%f = [[f(po, p1, ...,pk_l)]](ng), wherein Suof is the postcondition
after the running of the callee f under the precondition Sef.

st gl
Procedural summary: (Sj;,Sp)

° Si}f: abstract heap state over arguments and global pointers

° S%f: abstract heap state over return variable and global
pointers
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Memory leak detection

Example
typedef struct list{
int d;
struct list* n;
}List;
List* I;
List* f1(List* p
. f(p‘( EULL))E Table 2: procedural summary for 1
2 I=p;
3
g P:(LiSt(T_)_ ma;”‘:’cl(fisz’f('—ifs(?)? 3 Precondition Postcondition
—n=(List*)malloc(sizeof(List)); "
6 femm p: PEi{n: (0, 1)} 7@{1 {n:(0,0),(1,0),(2, L)}
1 7E{n: (0, 1)} c{n: {0, 1)}
void g10){ TEiAn:(0,0), (1, 1)} 7reff1 {n:(0,0), (1,0), 2, L)}
1 IENOLL; PE {00, 1)) {n:(0.0), (1 L)}
2 List* x=(List*)malloc(sizeof(List)); 7g :{n:(0,0),(1,0),(2, L)} 'erfl :{n:(0,0),(1,0),(2, L)}
3 fLr'“Z g_:fl(x)? 78 {n: (0, 1)} {n:(0,0),(1,0), (2, 1)}
5 freel). P 0 (0,0),(1,0), (2,0)} ,etfl {n:{0,0),(1,0), (2, 1)}
7?:{n:<0 1y} 1 {n:(0,0),(1,0),(2,0)}
void g2(){
1 I=NULL;
2 List* x=NULL;
3 List* z=f1(x);
4 free(z);
}
L
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Fixpoint iteration algorithm for analysis

@ to compute the abstract heap state for each program point

@ worklist-based
@ always terminate (without need of widening)
e maximum number of heap abstract states: (fn x 3 x (2P"~1 4 1))P"
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Implementation and experiments

Prototype

Heapcheck

@ a field and context sensitive interprocedural memory leak
detector
@ based on Crystal (a program analysis system for C) !
@ preprocessing process
e slicing
e transforming the input program into a SSA-like form by
instrumenting new pointer variables

Pointer assignments SSA-like assignments
p—fi=q—f pto = q — fj; p— fi = pto
p=p—f pti=p—f; p=pti
p — f; = malloc pta = malloc; p — f; = pta
p=q—fi—f pts =q — fi; p=pts = f;
p — f; = free() pts = p — fi; pta = free()

https://www.cs.cornell.edu/projects/crystal /
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Experiments

Results on benchmark programs (memory leak)

Programs Size Preprocess Analysis time (Sec) Memory (MB) Reported alarms
(Kloc) time (Sec) Without sum. Sum.-based Without sum. Sum.-based (#fp/#total)

164.gzip 77 1.19 0.31 0.33 27 6 0

175.vpr 17 1.84 2.83 1.11 194 86.7 1/1

179.art 1.2 0.32 0.1 0.1 34.4 33 0

186.crafty 21.7 3.13 7.56 6.98 295 258 0

188.ammp 13.2 1.88 1.22 0.21 135 60.2 0

300.twolf 19.9 3.05 7.38 4.31 442 195 0/3

176.gcc 210 8.35 106.62 61.04 4596 920 2/17

tar-1.12 11.7 1.08 18.98 9.09 239 178 0/5

openssh 58.3 20.55 2.61 1.44 186 1443 2/14

openssl| 36 8.47 0.46 0.44 73.5 40.7 6/11

@ Real bugs found (#totoal — #fp)
@ ignoring judging whether all the sub-level pointer fields are null when
deallocating the heap cell pointed to by a pointer
@ the heap cell pointed to by a local pointer variable is not deallocated
at the return site
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Experiments

Results on benchmark programs (memory leak)

Programs Size Preprocess Analysis time (Sec) Memory (MB) Reported alarms
(Kloc) time (Sec) Without sum. Sum.-based Without sum. Sum.-based (#fp/ #total)
164.gzip 7.7 1.19 0.31 0.33 27 6 0
175.vpr 17 1.84 2.83 1.11 194 86.7 1/1
179.art 1.2 0.32 0.1 0.1 34.4 33 0
186.crafty 21.7 3.13 7.56 6.98 295 258 0
188.ammp 13.2 1.88 1.22 0.21 135 60.2 0
300.twolf 19.9 3.05 7.38 431 442 195 0/3
176.gcc 210 8.35 106.62 61.04 4596 920 2/17
tar-1.12 11.7 1.08 18.98 9.09 239 178 0/5
openssh 58.3 20.55 2.61 1.44 186 144.3 2/14
openssl| 36 8.47 0.46 0.44 73.5 40.7 6/11
@ Precision

o false positive rate: about 32% on openssh and openss|

] compared with [B. Hackett, R. Rugina. Region-based shape analysis with tracked locations.
popLos: about 64% (openssh: 16/26; openssh: 9/13)
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Implementation and experiments

Conclusion

Summary

@ a field sensitive heap abstraction based on member-access
distances and alias bit-vector domain

@ a field and context sensitive interprocedural memory leak
detection algorithm based on summaries
@ experimental evaluations

e our approach is scalable with satisfied precision in detecting
memory leaks for large heap-manipulating programs
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THANK YOU!

(QUESTIONS?
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